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QUESTION NO: 1

SysOps EBENT7IT—>3 2T AMLTVWET, YY MNE 5 D0 Amazon EC2
AVARVATERARNENTVET, P7UT5r—>3> O0—R /NS> H— (ALB)
NDERIZH S Auto Scaling FIL—TTA VARV AN RTENTVWET, SysOps
EBEE, NZTIN>a1—T 12T %1T> 7T, Auto Scaling
IGN=THFAT—=ILT7IoRTBHEIZ, 5L CPU
FRAROBREARRZREDTDHENHYET,

CNSOEHZEFE T =HIC. SysOps

EBERFEOT VAV EERTIDHENHYERTH?
AAVARVADAT—IAREZBEMILET,

B. 1 ARVAZBARINAIREIZLET,

C.ALBASURAFT—ZHIBRLET

D. Launch 8 & T Terminate 7OtERA &4 72— EFIELE T,

Answer: D

Explanation:

You can put an instance that is in the InService state into the Standby state, update or
troubleshoot the instance, and then return the instance to service. Instances that are on
standby are still part of the Auto Scaling group, but they do not actively handle load balancer
traffic.
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-enter-exit-standby.html

QUESTION NO: 2

& B %(E. Application Load Balancer D& #& (&% % Amazon EC2 4 > A X > AT Web
YARNERARNLTVERT,

[E#tl& Amazon Route 53 ZFFA L TDNS ZEBEBL THY ., RXAMOYV—2ER%Z Web
HARNIRABMLEVEZEZATVET,
ChSDBEHZFBLETICEEDRATOLI—REFEATIXEN SV ERITH?

A. RXA2OYV—2ERKROAAAAL O—R

B. RXA2DY—-2EKOALO—R

C. RXA2DYV—2EKOCNAMEL O— R

D. RXA2DYV—2ERKOIAJUTFTALO—R

Answer: D

Explanation:

Route 53 supports redirection of zone apex to the ALB via alias.
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resource-record-sets-
choosing- alias-non-alias.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-elb-load-
balancer.html

QUESTION NO: 3

H3TEFE, VPCEBHOA VT LEZAF—REA—TCAE1I—FT1 2T )Y —RA%EIE
ALTVWET, VPCEAVTLIAF—REX—0OMBICIE. BEICAWS Direct
ConnectiEFHRABIALENTVET,

SysOps E#E&lE. VPC A Amazon EC2
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AVARBVAN AV TLIATF =R Z—ADOKRAKND DNS
BEBRTEDCEZRIAIDIHBEN HYVET,

MENBAX T AZRPIRICHABASCOEBEHZBEITY)1—2a2@FENTL &
Sh?

A. Amazon Route 53

TTAR—RNKANY—2DZEBLET, AT LIAF—EEVEZ—HAOERANDEREAR
BEIPTRLAZY—VICABLET,

B. Amazon Route 53 Resolver

DT IRNNTURIVRRA VN ZERLET, BENMVEBRXSBRICRHDTEDIHA T
LZADNS H—/N—OIPF7RLAZEMLET,

C. Amazon Route 53 Resolver Ti#5|ZDNSV T NEEIL—ILEZRELET, VPC D
enableDnsHostnames B % true ICEREL T,

D. A7 LZAKRARNDERARNBE IP T RLAZE EC2 42 AR AD Jetc/hosts
77A4NICEMLET,

Answer: B

Explanation:

By creating an Amazon Route 53 Resolver outbound endpoint and configuring forwarding
rules to send DNS queries to the on-premises DNS servers, EC2 instances in the VPC can
dynamically resolve hostnames in the on-premises data center. This solution leverages AWS
managed DNS forwarding and minimizes ongoing maintenance compared to manually
maintaining DNS records or host file configurations.

QUESTION NO: 4

AVA=NIVPZTOF—LRE. FZTLND1—F 142 IRIIV RETOLEDHIZ, 77
AR=KYTZY NAD Amazon EC2 1 VARV AIZBBICERITDIMEN B ET,
AVAB AT, AWS HNEHE T 2 H&EH D Windows Amazon Y>> 4 X— (AMI) =&
Amazon Linux AMI ® VT AN EREIhET,

F—ALIZIE, RTAOIAMO—=ILFBRICFEELE T, SysOpsBEEEIE. <OO—I)LICIAMIE
REMNETEIET, F—AILAVAZRVANDT VL AZRBIZIMLEN HYET,
ENVI1I—=2a N 0BREFB LI TLLEIN?

A. 12 AR AT ssm:StartSession 77> AV ZFATDAT— M X2 NZE 1AM
O—J)AR)Z—IZEBMLET,

5l2Z = IAMAO—)LZERAL T, AWS Systems Manager Session Manager

EEALTA VAR ALERIT A LS ICTF—LICERLET,

B. &1V ARV AL ElasticlP 7 RLAEEFIUT 4 JI—T2BERITET,
IPSZFOIPFPRLARZEFIUT A JIL—TOZEFEIL—ILICEMLET,

F—LHFA VAR AILERZETEDRSIC, IAMO—I)L RUZ—I(C
ec2:AuthorizeSecurityGroupingress 7 7> 3 ZF TP AT— M X NEEMULET,
CECCAVAZRVAZFERALUTEERANEZERL., BEERANEZE VPC ICEENITERT,
1AM A=) RUS—ICAT—MXU hZEBMLT, BEERARNT
ec2:CreateVpnConnection 7 2> a> &AL E T,

F—LIZ, EERAD

IVRRAVRNZEFEALTA VARV AICERTDRSICERLET,

D. /1A —XY MIEHRENLERYND—DV O—RNFOH—ZERLET,

2DV AFT—EFERALET. R—R2ZLinuxA VAR ADR—=7Y NTI—TIC8IEL
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9,

R— b 3389 & Windows 1 VARV ADZR—TY N FJI—TICEELET,
F—LNF AV AR AICERTESDELSIC, IAM O—)L 7R 2 —IC ec2:CreateRoute
TO2AVEHATTBDAT—RAVNZEMLET,

Answer: A

Explanation:
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html

QUESTION NO: 5
SysOps B %k, Amazon EC2 Auto Scaling /' )L —7"IC Amazon EC2
ARY RAVAZVAOHLWI U—REZT7OEDIZVTFR2HBEN B ET, Auto
Scaling
TIN—TTR, TERTEBAVAZVARATHFFERENET, BREhLEZT7 UM, &
BEhBA AR AOBICR UL TIRETAOEVW T - SEBETIXLEN HYUET,
ChesNEHZ/BETV )13 R@FENTLESH,?
A. Auto ScalingZ L —7 DB ABEFEFTARY RA VARV AZEBLET
B. ZBILE N EHEEFRALTARY N VARV AZREBLET,
CRAERHEIHBEFEALTARY N AR AZEBHLET,
D.
ARY NAVABZVAT RNAY—ZFEAL T, REBARY MEIY S THBEEZRELET
Answer: D
Explanation:
The Spot Instance advisor helps you determine pools with the least chance of interruption
and provides the savings you get over on-demand rates.
https://aws.amazon.com/ec2/spot/instance-advisor/

QUESTION NO: 6
%(E. Auto Scaling ZIL—7"HA® Amazon EC2 4 > AR > AT Web
HANZEELTVET,
DITHARNODRNS 74V ONBMITDE, VIRNIITEA VAN I TEREB[ETE
nNd1—%—5F—2=%
AOUTRNHFRET, BMOA AR AN FERAARICEDETICBONMNDEN BYE
ER
SysOps
BEEEEGF, FLOWA AR AN FEATRICEDETCICHELREZEBIDLEN HYE
I,
COEHZEFETZHIZ SysOps
EEHEFEDRSBT VIV ERTIBDHEN HYVEITH?
A.
RS74YONFBMTREICA AR AFEBMEND RS, AT—V2TJLEWVMEZT
FEI,
B. Auto Scaling F/L—7 D& RXBED 100%
BAN—FBLEDICVYF—T RAVARAZBALET,
C. Auto Scaling
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IN—TZBHLT, ANL—CREUMNAVAZVARATEFE DA VARV AZRBBLE
Cl

D. EC2 Image Builder Z2fFEFAL T, Y7 NI ITHFEBHICA 2 AN—)L&E iz Amazon
Machine Image (AMI) Z#{&L £ 9,

Answer: C

QUESTION NO: 7

HBEICIE, FEHEE Nz Amazon Elastic Block Store (Amazon EBS)
R)I—ALICRULTEL DT 7ML ZEZTAEE TS Linux Amazon EC2 ARY ~
A2VABZRVADIZAZ—NHV)ET, EC2

AVAZ DV ARBREIIBBE I EFLEENET, EC2
AVABZAOREBREOZOELAND—EE LT, EBS
RUVI—LHFARAFYTIIavRpsBRENET,

AFv72avhhsErRENIZ EBS

R)I—LOFBANT 2 —I AN FRINVE<SBYNET, 2EODT—TJ70—RIZE. B
ENEEBSAVI—ALO7OEDa_Z>TEni IOPS DIRFRIEIXNTHABETT, EBS
RUI—LONT =XV ANBRTESZHS, EC2
AVARVARTD—oO—RZHR—KNTEEL A, SysOps EEEF. EBS
RUVI—LHNARFTYTIIYRDSERTEEEILHFECNDZINT AT RAEERICE
MTERDKRSICTDYVI—23VERKTRIMLENBYET,

ChSOEH#ZF LIV I—232R@ENRTTA?

A ERENZDAFTY 723y hTHEEAFTY TSIV N UART (FSR) ZBBL T,
B.&8AF v 723y hzERE{EhTWEL EBS

RVI—-LICERLET, NTA—XAHNFLRELES, EBSRU)I—LZBES{KLLET

CARFTYT7T>AVvNZEBATSHIC,. EBSRUI—LZXFST77A)
JATLELTT7A#—NYYBNLET,

D. Linux £F&/NY 77&Z 1 MB ICEXLET,

Answer: A

QUESTION NO: 8

TEEF, XVE—CERAOT 7NN EZREBTDLEOOT—ZWMYVIAKNATSA4 2 %2E

L/ibfi_o ORIV RT77VG—=23 21— —AH&ZZFEY) . Amazon S3

CRTFLET, NV IIURTFTVIT—2321F Amazon EC2
A2VAZA%ZFEAL T, Amazon S3
7Y 7O—RENEATZIVRNEREBLET, COLERRE BENTS 71V IDK
BaEMERZRLELE, OV NI RT7TVT—23 > h— FLLE?6XJt o0
BHANYOLIVRTTVT—23a>0nBEHZEBA, —HOXY 2—IN Kb BEEN
RELTVET,
BELBVERALOFATCORBEEFERTDICK, EOTIVIAVERTITIHLENHY)
FINH?
ANYOIVRFFTI5—2 3% —HENO AWS Lambda BE$E L TBRELET,
B.NNYOIVRTFFZVSG—2a0#EBEHZ S -HIZ Amazon Kinesis
F—RAN)—LAZEELET,
C. Application Load Balancer 2% LT, N\YOI R TF77VTr—>3>
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A2VARVALEKIIAY =D RTT7 1V DZFHALET,

D. 7O RIV RIOVAR—ZUNENY O I ROAVKR—FT MNEIZ Amazon Simple
Queue Service (Amazon SQS) ¥ 1 —ZERKL E T,

Answer: D

Explanation:

Implementing an Amazon SQS queue between the frontend and backend decouples the
processing pipeline. The queue can buffer messages, allowing the backend to process them
at its own pace, and preventing message loss during traffic spikes. This solution requires
minimal operational effort and can be integrated with the existing architecture without a major
redesign.

QUESTION NO: 9

H3ERF, BHOTTVT—23aVIZKENEK (DR) ZRETBIXEN BYVET, 77
)r—>a>OAREFRER. Auto Scaling FIL—7"W®MD AmazonEC2 /1 VAR A&, 3
2NJ—RLZUAH%EED Amazon RDS F—ERXR—ATERE N TVET,

DRIRIETIE. Auto

Scaling/ L—7HOE—DEC2A VAR VAL, VOAR)—=23a v )—RLTUDEIDE
AL TWET, DNSHERIZ(EAmazon Route 53 AL TVE T,
SysOpsBEEEIDRZOtLAZBE#HLITAXENHET, L. DNSLO—ROEHE
WSTIANA—N—OBEATY TIZDOVTIE, SysOpsEBEN FEHTHE T I HEN
HET,

BREDPBVAD U BLAALATCASOERZF/ LTI I—23 20 FENTLLSA?

A. Auto Scaling 7 IL—7"M EC2 41 2 AR > A %Z1EX § AWS CloudFormation
TUo7L—KRE2ERLET, 3DOORDS U—RLFUAHEEMT S AWS Systems
Manager Run Command RF 1 X N&EER L £, Route 53 ® DNS
LO—RZEFHLEXT,

B. BYIBENDEC24 VAR AEELH L WAuto ScalingZ IL—7"%2F7 704 $5AWS
CloudFormationT> 7L — hZ#EKL £F. < DCloudFormationT>7L—hkZEAL T,
#TL LRDS

DBA VARV AEMRER—RLTVAHZETFTO/4LET, DRRENFNZ 71V VYR
—NITBERNITELS, Route 53DNSL I—REZEFHITH AN RZEEFELET,

C. Auto Scaling ZJ)IL—7" M EC2 4 VAR A% ziEX L., 3 DD RDS
J)—RLZ7UAhZEML, F—EXR—AZ7 TAIF—/N\—F % AWS Systems Manager
Automation 7> 7Y V Z#ER L £F. DR

RENNT 74V 0 ZYR—NTEBREICE 25, Route 53 O DNS
LO—RZEHIHINV REEELET,

D. Auto Scaling ZIL—7" M EC2 1 VAR A %Z#EXP L, 3 D0 RDS
J)—RLZ7UAhZEML, F—EXR—RAZ7 ITAIF—/N\—F % AWS Systems Manager
Run Command RF¥ I XV R EERLEFT. Route 53 D DNS L I—REZEHLF T,
Answer: C

Explanation:

An AWS Systems Manager Automation runbook can orchestrate the multi-step DR actions -
scale the ASG, add replicas, and promote/fail over the DB - quickly and repeatably. You keep
manual control by triggering the final Route 53 update only after the runbook finishes
preparing the DR site. This yields minimal downtime with controlled DNS cutover.
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QUESTION NO: 10

SysOpsEE &I, Amazon

CloudFront71 ANUE1—=23a>0F vy 1Y REMO%KRBTHDIEICRIEE
L7, SysOpsEE &, F1ANJEI—>a>oF+rvi iy M Rz@mled, XV
RO—ONT3—X2AZHEL, FUDPVOERZBRITILBEN HYET,
CNSOEHZEFE=T/=HIC. SysOps
BEREREDRSBTIVIAVODEAEDBERTIDXEN HYETH?
(22BIRLTLKEEZVL, )

A. XE7x AWS 1J—2 3 2 ICX L T CloudFront Origin Shield Z8%1lC L &9,
B.E2A—7—7ORJIN KRV —ZHTTPS DA ZFEATEIELIICEELET,

C.
2DBOFAVD ZEBMLET,. MAEOFVS D EZECAVD VIIN—TZEKLET, Clo
udFront 722 7 T AN FA—-N—ZBMILET,

D. ¥+ Y 1BERETCATIVNODBBERBEAVICLET,

E.¥ v Y2 18ERET CloudFront TTL {EZEX LT,

Answer: AE

Explanation:
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/origin-shield.html

QUESTION NO: 11

AWSY Z— RVPNEHiZTY N7 Y 7 DK, SysOpsBEEBEIFAWSICHRARXI—9—K
DIAVYV—REERLET. DAZN—T—RITIATFNA AR, TOHEIIINATT—K™
IANBHBIT—EEEZ—ICHYET,

HARI—TF—RIDIA VYV —RZEKTRICE. EOTRLAZFERATIHEN BYVET
n?

ANABI—F—RIITATFNAADTZAR—=RKNPF7 RLA
BAARI—T—KRIVIAFTNAADRICHBNATT/NA AOMACT RL A
CHARI—Y—RNDIAFNAAONT VY VIPFRLA

DARRI =T —KRIVIATNAADEICHBINATFNA AONT VY JIPFRLA
Answer: D

Explanation:

If your customer gateway device is behind a network address translation (NAT) device, use
the IP address of your NAT device.
https://docs.aws.amazon.com/vpn/latest/s2svpn/cgw-options.html

QUESTION NO: 12

SysOps B ZlE, 7TA4R—K Amazon SSNT Y NOATZ TV N%E, AWS
THOURNEZELBVWI—HY—TI—TEZL2ICHBLEVWEZEATVET,
COEHZzRmEITREERAMDEOSVY ) 1—23 2 FATTA?
Ad—HY—OIPTRLADPSOFTZIVMOAIVO—ROKEFT TS S3

NTY KRRV —ZTRYFLET,

B.

FATSITORMOTOEAEZE DIAMO—-ILZERLET, 1I—H—ICO—-IL%Z5EZ T
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2E58TRLET,
C.
FTZITORNOT O RAEZEDIIAMI—Y—%2ERLET, RiEHREI—H—HE
LET,

D.AZ7IORNDEBEZENEURLEERLET, COURLEI—H—EHBLET,

Answer: D
Explanation:
https://docs.aws.amazon.com/AmazonS3/latest/userguide/ShareObjectPreSignedURL.html

QUESTION NO: 13

%k, AWS Organizations Zf#H L T AWS

tO—BOT7HORNEBEBLET, BEOEFI1UT 1 F—AlK, X417 17 AWS
H—ERXZFEHAL T, Center for Internet Security (CIS) ® AWS Foundations Benchmark
ICHLTIXNTOAWS PHIOY R ZEHRNICAF Y LEVEEATVERTY,
CNSNEH#ZRBEIREEADEROSVEERATTA?

A.fRREFI1UT 1 THU2 N% AWS Security Hub

EEWETHONELTEELE T, Security Hub

BEETHIOMDSHBEZEAFL. XN—
THIVRDPSOBBFEZTFTANDAIVT N EERLET. FILLW T AV MHERE h
BEVIZAVVTNZRITLET,

CIS AWS Foundations Benchmark A¥ ¥ > 232179 % & 5 (Z Security Hub ZFZEL £ T,
B. Amazon Inspector ZFERAL T, IXTOFTHT > MK L T CIS AWS Foundations
RUFI—VERITLET,

C.HREF1UTFT 14 F7HI>2 KM% Amazon GuardDuty
EBWETHONELTEELE T, GuardDuty

BEBETHIORDSBFEZEEFL, XN—

THIVRDPSOBBFEZTFTAND AV N EERLET. FILLW T HUY MHERE h
BEVICAVVTNZRITLET,

CIS AWS Foundations Benchmark A¥ ¥ > 232179 % &k 5 |C GuardDuty Z#¥E L £,

D. AWS Security Hub

EBETNHIORZEELET, HBROHLVWTZHUO M EERL T, BEIWIC XD /N—
THOVBNIBBDKRSIZLET, CIS AWS Foundations X FNX—72

AF v ZBHMCLET,

Answer: D

QUESTION NO: 14

Amazon EC2 1 VARV ALTTF—R M7 75— 3 U HFRITHTT, SysOps
EEZIE. Amazon CloudWatch
TI—CIRCRY>PTREEhBDARNITRAICHAZLATFAX DAV ZENT D HEN S
VET,

SysOps BEEZRFENDKSICLTCNEHER/ETENTEETH?

A. Amazon CloudWatch

T2 hzZ2ERALTFAX2a>vzliHL, XRUJAZRETDILEONDHARA
SINAOVTRNEERLET,
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B. XEBNARLT A X>avafHAL. X MU AX% Amazon Simple Notification
Service (Amazon SNS) (ZiAfE 9 % 7= & ® Amazon EventBridge (Amazon CloudWatch
Events) L—ILZHERL £T,

C. AWS CloudTrail # 5 X k1) 2 AZXEL . Amazon CloudWatch Logs
JIN—TEE TS AWS Lambda IS ZERK L £

D. XKNU OV RZEWET BIZIE., Amazon CloudWatch T—2 T2 RERETZ 7 1 )LIC
append_dimensions 7 1 —JL RZ/ER L £,

Answer: D

Explanation:

In custom metrics, the --dimensions parameter is common. A dimension further clarifies what
the metric is and what data it stores. You can have up to 30 dimensions assigned to one
metric, and each dimension is defined by a name and value pair.
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html

QUESTION NO: 15

HBILEEGF., E—0 AWS U—2 32 THE® Amazon EC2
A2VARVAZRITLTVET, REC2AVARVAILK, 2 2O#EHKE - 1GBIAA
SSD (gp2) Amazon Elastic Block Store (Amazon EBS)

RII—LABYVET, EELT—I0O—RAH, EBSAKR)I—ALATRATEZINTO
IOPS BEZFEALTVET,

SHORII—ICLDE, @, REOTTVIT—2 a2 FEYICHET S EZRALT
BEHORVEBITANTANERT TR CERBL, 1 VARV ARALTEIF EBS
RV1I—LBATZEETDHERFTEEREA, SysOps EEEIWF, EBSRUI1I—LDI/O
NT7A#—=XVAETEDLETE<K<OLEEIHBENHYET,
ChSDEHZEF LT HIC, SysOps

EBERQFEOT VAV ERITIDBENHYERITH?

A.1GBEBS RU1—LDH A XZEPLET,

B.EECCAVAZR VA2 DDIZTATAVI XY RND—D

A= IAAZEBMLET,

C. U—23>HW®m EBS 7R1) 1 — AT Transfer Acceleration ZF >/ ICL&E T,
D.IXNTDEC2A VARV AZ IV ZAZ—BMEIIN—TICEMLET,

Answer: A

Explanation:

With Amazon EBS Elastic Volumes, you can increase the volume size, change the volume
type, or adjust the performance of your EBS volumes. If your instance supports Elastic
Volumes, you can do so without detaching the volume or restarting the instance. This
enables you to continue using your application while the changes take effect.
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modify-volume.html They have
Elastic Volumes in place (per the question) and that's exactly why it is specified in the
question. As others have mentioned, increasing the volume size increases IOPS, up to the
volume type max. For gp2, you can have a volume size of 1 GiB - 16 TiB with a max IOPS of
16,000 for the 16 TiB volume size.
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volume-types.htmi

QUESTION NO: 16
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HBIEENBEOTLET—RZoMLTVET ., BEHN 2EDAmazon
SINTYRDIDIZT7PAINETY7O—RTBDE, Amazon )V —AX—LAL (ARN) 7
2 19 N% & Amazon Simple Queue Service ( Amazon

SQS ) F1—ICXYE—IHARANENET, Amazon

EC2A VARV ALTRITENDZ TV T—23 0 FF1—R-D2JL, Xvt—2%
REBLET, REBERBRE77A4LOHAXICK>TEEYET,
BEELST7TTAINOMNEBIZEBEARELTVDEOHEZZITTVWET, SysOpsEEEF
. RO ARATY 7 &L TAmazon EC2 Auto

ScalingZRET D & ICLEL Iz, SysOpsEEEIE, BEFDEC2A VAR AZEXR—AIC
L 7=zAmazon Machine

Image (AMI ) ZHERLE T, £, AMIZZRIBDEHTVTL—RNEERLET,
ISEEEERETDEHIC, SysOps BEEEE Auto Scaling
RIS—ZEDRSICBRITDBENHYEITN?

A.BETVTL—HRMCVK DD DEBDAM VARV A A XEZEMLET,
FI-—AOXYE—PHICETVTA VAR AOY A X ZERTSIZE,
approximateNumberOfMessagesVisible X k1) v Z(Z&J L\ T Auto Scaling

RIS —ZERLET,

B.
FI1-—AHOBEENEXAYE—DORICETVTA VR AOREART—) 202120
@ approximateNumberOfMessagesDelayed X K 1J ¥ 2 (ZE 3 < Auto Scaling

RIS —ZERLET,

C. Auto Scaling 7' )L—7"® ASGAverageCPUUltilization X kU v U &
GroupPendinglnstances X N Y JICESVTHARARALAX NI Y UZERLET,
TF7VT5r—>32ZZEULTXNIOAZFEL., 1 5 &I Amazon CloudWatch
CXRNDORAZBBLET,

COXRNDY ZIZET VT Auto Scaling

RV —ZERL, 1 VAZAOBRZAT— )T ULET,

D. approximateNumberOfMessagesVisible X k1) ¥ 2 & Auto Scaling ZIL—7"A®
InService IREED A VARV ADBICETVWTHAZALXRN) Y U RERLET,
TF7V5r—>32ZZEULTXNIOAZFEL, 1 9 &I Amazon CloudWatch

XN ORAZBRBLET,

COXNYY ZIZEDT VT Auto Scaling

RV —ZERL, 1VAZAOBRZAT— )T ULET,

Answer: D

Explanation:

When there are delays in processing files due to a high volume of messages in the queue,
adding more instances using Auto Scaling can help to reduce the processing time. The
ApproximateNumberOfMessagesVisible metric is a good indicator of the workload on the
EC2 instances. By creating an Auto Scaling policy based on this metric, the number of
instances can be scaled up or down depending on the number of messages in the queue.
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-target-tracking-
metric- math.html#metric-math-sqs-queue-backlog

QUESTION NO: 17
#2%(&. Amazon Aurora MySQL DB
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DSAR—ILT—BER—AEZTFTO(4TBDEEFTELTVET, F—EXR—-RAIZEF, TE
VANL=2 3 REAOT—EABMENET, T—RXEEBEVEY NITBXENFHYE
ERS

CNSOERZREIRZREERADROSVY D 1I—23 2 FATTH?

A F—ENANEhIz%&, DBIUTAZ—OFBAFTY S>3y hNeEBLET. BH
AWS Lambda B8%k % M i 9 Amazon EventBridge (Amazon CloudWatch Events)

W= ZERLET, AFTYT2IVvRZEBRLTAHAS, HEO DB

VoA —ZHIBRTDHEZRELE T,
B.DBUZAZR—DERFICNYIRNTY VHBEZEMIILE T, 48 BEAOZ—7Y K
NYORTY T D142 RIZEELET, 8H AWS Lambda Bz 9 Amazon
EventBridge (Amazon CloudWatch Events)

W= ZERLET. NV IRV IBREZRITIDLDICHABEZEBALET,
C.TF—ENMYIAFENIE, DBUVZAXR—OFEHAF Y 7> 3 Y h%& Amazon S3

NTY NMZIOAR—KNLUET, H AWS Lambda B3 &= U H 9 Amazon EventBridge
(Amazon CloudWatch Events) JL— /)L Z4ER L £ 9. Amazon S3
AESAFYTIaAY N EeBERITHHEZRELET,

D.DB UVZARR—ONY U7y 7REMME%Z 2 BHICRELET. BH AWS Lambda

B9 ¥ % U tH 9 Amazon EventBridge (Amazon CloudWatch Events)

W= ZERLET, DBUVTAZ—ZREOKRICERTLTAHA S, O DB

VoA —ZHIBRTDHEZRELE T,

Answer: B

Explanation:
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Managing
.Ba cktrack.html

QUESTION NO: 18

2. AWSOIXTOUY —AHNBREETNLER) =R >TEITFHEhizFnE
BESBEVWEVLSTHLLWEHFHWET,

RUD—IZELL TVWEREVWIRTOVY—RAZEAL, #ENICEHEETSICE. EDAWS
H—EAZFERATIXEN BYERITH?

A.AWS CloudTrail

B.Amazon Inspector

C.AWSConfig

D.AWS Systems Manager

Answer: C

Explanation:

https://aws.amazon.com/config

QUESTION NO: 19

HIEUN, RAVKNAEZALDANI, NYORZYFT, BRCEBNYOITYT
HFERICAE 2 TLWBAmazon Aurora MySQLDBY S AR —& AL TVWET,
SysOpsEEE I, BET2RBURNICDBYZAXR—ZHEDQJANVRA NMZO—=IL/INY
VTEDVLENHYET, BEnld. BURBDBIZARXR—TRETITRIHXENHYET,
ChSDEH#ZF/LITYII—>32R@FENRTITHL?
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AAuroralL 77U hHZERLET, L7UNZTOE—NLT, 754X UDBA VARV A
TEEMAET,

B.AWS LambdaB8#iZER L T, BEFODBY S AZ—ICEHBNY OTF7 YT 2ERXTLET,
CNYORNSYFITREALT, BEODBYZAX—2BHO)ANVRA NIEE
RLULET,

DRAVKNAVERALDAND ZFERAL T, BBFEODBIZAZZEHNO ) ANIVKRA T~
CERXTLET,

Answer: C

Explanation:

Resolution

Note: If you receive errors when running AWS Command Line Interface (AWS CLI) commands, make sure that you're
using the most recent version of the AWS CLI.

Amazon Aurora backs-up your cluster volume's changes automatically and continuously. The back-ups are retained
for the length of your backup retention period. This continuous backup also means that you are able to restore your
data to a new cluster, to any point in time within the retention period specified. This avoids the need for a lengthy
binlog roll-forward process. Because you create a new cluster, there is no impact to performance or interruption to
your original database.

When you initiate a clone, snapshot, or point in time restore, Amazon RDS calls the following APIs on your behalf:

» Either RestoreDBClusterFromSnapshot or RestoreDBClusterToPointinTime. This creates a new cluster and restores
volume from Amazon Simple Storage Service (Amazon S3). This can take up to two hours to complete. This is
because when you restore data to an Aurora cluster, all of the data must be brought in parallel from Amazon S3 to
the six copies on your three AZs.

» Cluster storage volume cloning is a variation of RestoreDBClusterToPointinTime. It uses the copy-on-write
protocol, and usually completes in a few minutes.
Reference:
https://aws.amazon.com/premiumsupport/knowledge-center/aurora-mysql-slow-snapshot-
restore/
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Managing
.Ba cktrack.html

QUESTION NO: 20

D%, Amazon

EC2A VARV ALTHBEBIAES XAV IUTAALBTIT)r—>3>z29R—KLTW
£9, COTF7TVT—2avik, AVTLIZARATF—EREZ—THBREIHDH—EANST—
22ZFELTVET, IVRI—TF—H5, F—2EFHICEETHMHEN BBl FEE N
TVWET, chsOBER,. AWSEFA VT LIRAF—REZ—BORATRERZRZRY KD
— U FHEOEBNRRTHRELTVET,

SysOps EEEWF., 77VT—232 ARV INOEEEZRPRICHA LN S, 1—H—
TOARVIVAET 7V T5—23>0ONT7 =X AZRALEEBIHBENFHVYET,
ChSDEH#ZEFBLELAENS, BENTA—NVANFBLETZYVI1—-32FENRTL &
SH?

A.H—ERX%Z AWS ICB1TL. BBAT -V JZ2REKLET,
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B. Amazon S3 Transfer Acceleration Z A TB RS ICH—ERZZEELET,
CAVTLIAMDT—ZtEX—E D AWS Direct Connect #E#i Z R EL £9,

D. AWS Storage Gateway ZfFRA L TTF—X%Z AWS IZBEILE T,

Answer: A

Explanation:
https://docs.aws.amazon.com/AmazonS3/latest/userguide/transfer-acceleration.html

QUESTION NO: 21

SysOps BEEHF, WAXLZRY NTJ—72 ACL

BERALENT VYOS TRYRNETSAR—NGTRY NEHD VPC
ODRZTND1—FAVTZTOTVET, TTAR—NYTRYNAOA VAR AlFA
VR—=ZRYNITIEATEEREA, NTVYIHTRYNIFA D R—FY NS —RDI
ADEHENTVET, T7TA4R—=—MFTZY NI, BUKNTVY OHT Y NIELS
ENENATTF—RIDITANDIL—RHFHVYET, Amazon EC2 1 AR Ak, VPC
DF7ANMOEFIVFTFATIL—TICHERFTSNTVET,

COFIATHENINr RETDRERARFATL &£SH?

A.
TZAR—RNYTZRYRNLEIL, IXTOREBRNZ 71V I EERTDELSICREENERY
RDO—2J ACLAHYET,

B.VPC D7 ZAR—RNGFTZXYRNCINATS—RITIAAF7O/ENhTVER A
CVPCOF7#x)MOEFIVF14JI)I—71&. EC2
AVARVANDINTORENZ 74y 0 270YILET,
D.VPCOF7#)NDEF1UFT4TI—T1&, EC2
AVABVADNSOINTOREENT 714y 027OYILFET,

Answer: A

Explanation:

Network ACLs (Access Control Lists) are stateless and operate at the subnet level. If there is
a network ACL on the private subnet that is configured to deny all outbound traffic, it would
prevent instances in the private subnet from accessing the internet through the NAT gateway

QUESTION NO: 22

HBLEICE, MySQLZEITT HAMazonEC2A VARV ATHERENDTF—ER—AE%
BEOWeb7 7D r—>3as&v)Ed,

SysOpsEEEIF, BENBZT—RBRE, F—EIR—ABENf RELLBEOEREICKE
BRHEERPRICINZDLEN HYET,

CchSNEfZFBLIREEAMEOSVWY D 1—23 2 FATTHL?
A.StatusCheckFailed_System X k1) & A M Amazon

CloudWatch7? 7 —AZERL T, EC24 VAR AZZEILH LK UVBE T % AWSLambdaks
BEHOHELET,

B.MySQL Multi-AZDBA > A& > A MO AmazonRDSZER L E£9. Amazon
SAICRBEENTVAIMYSQALRA T A INY OT Y72 FEALT, F—REZHFLLWF—ENX
—ACBRLET, Web7 7V T—> 3> 0EGRXFIZEEHLET.
C.U—RLZUAHZEFEHL TMySQL Single-
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AZDBA >~ AR > A MAmazonRDSZEER L £, Amazon
SUCRFENTVWAMYSQLRA TA TNV OT Y T2 FERALT, TF—RZHLLF—EX
—AICERLET, Web7 7V T—2 3> 0EGEXFIZEHLET,

D.Amazon Data Lifecycle Manager ( Amazon DLM ) Z £ L T. Amazon Elastic Block
Store (Amazon EBS ) R 1 —LADRF Y 7> a vy NZ1BEIEICERBLET,

EC2A 2V ABVAICBENREL 25EE. AT Y723y NP SEBSRU1—LZERL
F9,

Answer: D

Explanation:
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/snapshot-lifecycle.html

QUESTION NO: 23

T 7\)r—< 3>, Amazon Aurora PostgreSQL Y )L FAZ DB
DIABZ—LETHEBIBDTF—EIR—AILTIVEALET, 77V r—23>ol1—H—HN
#BmL., AFEAEMLTVWET, SysOps

EBERF, T EIR—RAI—HY—Eiz7-ILTHETR LT, FTUTr—23>oN
7NV AZRLEBRIUENHYET,

EQOVI1I—2a VN OB/ EB/EITLESAN?

A.DBUVZAZX—0 IOPS ZE®LET,

B. Amazon RDS Proxy ZffAL T7OF 2 ZRELET. 7O0F> % DB
DSAZ—ICHAEMTFET,

C.DBYZAZ—THREZRV I ZAMICLET, O %ZAmazon

CloudWatchl B8 L £7,

D. DB ¥ 5 A& —T Performance Insights % 35 HEBMICLE T,

Answer: B

Explanation:

Amazon RDS Proxy pools and reuses database connections for Aurora PostgreSQL,
reducing overhead from frequent opens/closes and letting many application clients share
fewer backend connections - directly improving performance under increased load.

QUESTION NO: 24

HEILETR, XTVEKEICEET ST /1) r—> 3> %ZElastic Load

Balancer ( ELB ) O & #(Z 3 % Amazon

EC2AVARVABTEITILTVET, o142 AR AlFAuto
Scaling/ L —7TRITENTVET, SysOpsBEEBEWF, 77UTr—2a > Il#EikTd1—
H—BICISUTT TVT—=2 a0 AT — I TER L EZRRATIHLEN HYET,
ChSDEH#ZF/ LTV I—232RBFENRTLESN?

A. ELB A 5 (K& 5 ActiveConnectionCount Amazon CloudWatch
XRNUYDIZESVWTTIVT—23a> a8 AT— I 092AT—) 2 T0R) S —%=ERL
£9,

B. ELB » 5 £ & 1% mem_used Amazon CloudWatch

XNV OILETVWTT VT —2a3 58AT— 20 F2AT—) 20 T0R) S —&ERL
9,

C.EMNEFELEHR—NTBLHIZ, Auto Scaling 7' )L—7" R0 EC2
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AVAR A EBXITAT 1= )LEnNiAT—) 2 T0R) S —2EKLET,

D. ##1—H—¥% H A X L Amazon CloudWatch
XNDORELTLHETREHODAY)T N2 ELB

CHERLTTF7O/4MLET, COXNVIRAZFRITZARAT—V IR —2ERLET

Answer: A

QUESTION NO: 25

& % 1A Amazon

EC2A VARV ALETHRT U —23 > &28RTLTVWET, CcOT7TVIT—3az i,
F7AINOBESAIEMCHE2TVWSDZ—4Y NAmazon

SINTY N, Y4 X1GBO 7 7 AI50FEE2T7 Y 7O—RULET, EC2H4 VARV Ak
SAINTY R FTO/MENTVWBAWSY =2 a2 ERUD—2a2itdhy)ET,

B# T, 77UT5—232 VY7 KNIDITFICHAKBIAENRTVWBINT A= AO0T &2 EAL
TVWET, OV ERBRZ L, F7VT—=2a3aUNSBNTY MO T 7AIIOEEIAKZEEICE
BLTVWBENFDAVYVET, SysOpsBERBEWF.,. 77UT—232 QAN —TY N7 #
—NAZHNETIHVENHYFTT, SysOpsBEEEIE, EC2ZA VARV ADRY NJ—2
AHIRENTUVEVWCEZBIELTVET,
S3TY7O—RONT7#—XAZELEED1HIZ, SysOps

EEEFMZINETLESHN?
A. S3 /N Y NT S3 Transfer Acceleration ZBMIZLE T,
B. S3

ETAAEEEDEIL, EBRONTYRNTL 74V ORZERALTTATLZILFICEZIA
HET,

C. Amazon S3 Fi® AWS PrivateLink Z5XELET., SINT Y NOBS{LEA7ICLET,
D. J—> 3> TAWS Global

Accelerator252ELE T, SINT Y NOBEE{LZEATIZLET,

Answer: B

QUESTION NO: 26

HB3EEGF. NAOOY—EAR—ADT7IT—23 20 ZKRKARNTS2HIC, Amazon
Elastic Kubernetes Service (Amazon ECS) £ (Z Kubernetes

DTAZ—ZERKLELE, AEXRA, P7UT—>32>0RZ 74 Y OFRIEICEMT
EFRLTHY, VDIVTAMNORBIZLZT77Ur—>23a> ooy azEE0EWV
EEZTVET,

BEFA—N—AY REF/PRICHABNSChSOEHEF TV )1—>3aR@ENTL
&S5H?

A.
2DHMDEKSYZAZ—RERLET, 20NV SAEX—BTI—IO0—RZE/IHBLET
B. Kubernetes Horizontal Pod Autoscaler Z5£3%x L &3, BED CPU FAXRZHREL X,
C.E2R, 77— 3> % Amazon EKS »*'5 Amazon EC2

CBITLET. BRICTZTUT—>3 > % AmazonEKS ICRL & T,

D. Kubernetes Vertical Pod Autoscaler Z52%&% L &9, BED CPU FEARZERELE T,
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Answer: B

Explanation:

The Kubernetes Horizontal Pod Autoscaler (HPA) is designed to automatically scale the
number of pods in a deployment or replica set based on observed CPU or memory utilization.
In this scenario, the company wants to prevent the application from crashing due to high
request traffic.

The HPA can dynamically adjust the number of pods based on CPU utilization, ensuring that
the application can handle increased traffic while avoiding overloading the system.

QUESTION NO: 27

HALERF, IVR—PFENEF—NTUTILEEE AWSKMS HAZN—NAR—F—
(CMK) Z2FFALTVWET, AttlE. F—RXZ2BESLTHLHIC Java
F7VT5—>3a>H{TCIAVTAICE2>TCMK 283 BLET, CMKIE 6
MRCECO—TFT—>23VIRHENHYNET,
F—2O—F—23VFT37OEARATITAH?

A.CMK OBEBF—O—T—>32Z8MIL. 6 Y A0HBZEELET,
B.HLWAR—RENENTUTIILZFEALTHLL CMK Z4ERK L., #L L CMK
EEITEIOSCF—TITAVTRAEZEFHLET,

CRENDF—NTUTILZHIBRL, ILWNTUTILZERFD CMKICA2R—KLET,
D. IFEOXF—XFTUT7ILOOE—ZNYIOTYTELTHLVWCMKICAVR—KL, 6
AROO—T—232 ATD1-)ZRELET,

Answer: B

Explanation:

If you choose to import keys to AWS KMS or asymmetric keys or use a custom key store,
you can manually rotate them by creating a new KMS key and mapping an existing key alias
from the old KMS key to the new KMS key.

https://aws.amazon.com/kms/faqs/

QUESTION NO: 28

SysOpsEE & &, UbuntuZz 179 2 H DAmazon

EC2A VAR VAT 7TAMENTEAARRLT 7D T7—>3 22500774 ILORBZI
KIBMHENHYVET, AU 7 7 14 )LIEAmazon CloudWatch
LogslicRET D HENHVET,

SysOps EEEF. ERF—/N—AY REZPMRICHA LNl SsT7Ur—>3> 07
T77ANZEDELSIZRETAELIWVWTL & S5H?

A.ZEC2A ARV AT syslogd H—EAZREL, 77U 5—>3> Oy

774 ) %YKL T CloudWatch Logs ICEELE T,

B. Amazon Linux /N\Y T —I X R—2 v —Z AL T, & EC2 412 A& Al CloudWatch
T2 RNZAVARM—ILET, EI—I M T77UT5—23 200774021
ETDLDICKRELET,

C. AWS Systems Manager ZfEAL T, & EC2 4 > A& > Al CloudWatch

IT—>12 242 AN —=)LLET, CloudWatch

REVAH—REFEALT, B4/ AZVAILI-Y IV MNRERZERLET, I —>T
AT TVT—=23> 007 74N ERETEDLSICEKELET,

D. CloudWatch T—2 T > M ME%E Z AWS Systems Manager
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NTA—=BARNTIZRIFELE T, Systems Manager Z2FEHAL T, FEC2 A VARV AIC
CloudWatch

I—-2xhEA VAN =ILET, EI-2IMFT7VTr—>32077 74L&
KIBHEDICERELET,

Answer: D

Explanation:

The most operationally efficient method is to centralize the CloudWatch agent configuration
so that it can be deployed and managed uniformly across all instances. By storing the
CloudWatch agent configuration in AWS Systems Manager Parameter Store, you can
centrally manage and update the configuration for the agents. Then, using AWS Systems
Manager, you can install the CloudWatch agent on each EC2 instance (even though they are
running Ubuntu) without manually configuring each one.

QUESTION NO: 29

HICEOLNHAVITHA NTRIEBBENIRELELE, —HBOUIEIUYITRED
ITR=IHFREL, OV I TRELKBEVWIITIR—IHFRREND EVS BB R
HLTVELE, P7VT—23 2427 ZARNZOFYREERICEBELTSY, 70D
AZVTENEZVY—REIRTEETLE, P7UTr—23>07&8 Y2 21R—RICE
IZ7—RRRENT, ERTI—LERELTVELEATLE, DATLAEEERF., IR
A—H—HLSEENBEENDET, AELCKFVTVERATLLE,

FAES%. CORSBEEABVAVITHA NEBEEBHICERL, TERETE<SHER
REREIBDHENF HYVET,

REDPBVERAF—N—AY RTIhSOEHZR/LTVI1I—2320R@FENTLESH?
A BEARELEEELCT7VT—232 OJICHAR A
IZ—HFRRENDRSICTTIVT—23 0 28EHMAET,
AOJZB88MICHEMLTIS—Z/ELET,

BESfMREENEBEICTZ— NE2RM$T S 128 O Amazon CloudWatch
To—LZERLET,
B.VI7HANETANTBHD AWS Lambda BAZKEERL £,

IS5 —AHBHEEhi-&ZI(Z Amazon CloudWatch DARALX KUY JBZRITTDIRSIC
Lambda B8 25X EL &£ T,

BESREE N EBAICTS— N 2RHTSDKSIC CloudWatch 75 —AZRELE T,

C. Amazon CloudWatch Synthetics 13+ U7 Z4ERL £ 9,

CloudWatch Synthetics Recorder

T720422FEALT, AT UTETAOAIVT N EERLET,
EHCRUTHFTITZBRALET,
BEMREENEEEICBEZRMTDTI—LZERLET,

D. Amazon CloudWatch 122V — )L, Application Insights ZZF >/ ICUE T,
BESREENEBAICTS— N 2RHE TS0 0 CloudWatch 7o —AZEKL £,
Answer: C

Explanation:

Canaries are scripts written in Node.js or Python.

They create Lambda functions in your account that use Node.js or Python as a framework.
Canaries work over both HTTP and HTTPS protocols. which makes it possible for you to
continually verify your customer experience even when you don't have any customer traffic
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on your applications. By using canaries, you can discover issues before your customers do.
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics
_Ca naries.html

QUESTION NO: 30

HBILEDOT T r—32IF, Application Load Balancer (ALB) O & # (-3 % Amazon
EC2A2VARVALTETENTWVWET, [k, HTTPCode_Target 5XX_Count

XNV O AZERT S 28I Amazon CloudWatch

To2—LZBELTVWEY, P77UTr—2 3 3 EERBAPRICHABEICITYIILET
o cDUTYI1IZKY) CloudWatch 75 —LA MU H—&h, Y—EANfPHEhET,
9V AORRAET7VT—>3>0XE))—0TT, ERENBEOHRIZEVEA
T\, SysOpsBEEER —RNBMREERKTILEN HBYVET.,. COMREXTE., E
C2AVARAZBHAPBNICEEHL, EXRBAPOT7VT—23a > 0FEHIR
ICHABDBENBHET.,

ChSDEH#ZF LIV I—32BFENRTLEISN?

A BEERBNCRITIBLSICAT T 1—)L& 1l Amazon EventBridge
L—ILZERKLET, EC2 1 AR AT Startinstances

ARL =23V EHOCHTESICIL—ILZRELET,

B. AWS Systems Manager

ZHEALT, EXEREAAOBEOXATF U AVA 2 RUZERLET,

EC2ZA VARV AZZ—T Y RELTEEL ET, AWS-RestartEC2Instance
SUTYVIDBATFIATA TV RIIZE)HTET,

C.
EC24 > AR > AMStatusCheckFailed_SystemX K1) U AZES1R 9 % 1= & DB D CloudW
atch7 2 —AZBELE T, EMT7Z—ALLER/LT, 1 VAR AZBREETHLHNDEC2
To>aveERELEY,

D. 77U —>3arNoov>2193LETICMN)H—E BN CloudWatch
To—LAZBELET, BMOTFTS—ALICHULTEC2F7V>avZE&EL. EC2
AVAEVALEOT 7V Tr—23 2 ZBEBHLET,

Answer: B

Explanation:

Using AWS Systems Manager to create a daily maintenance window outside of business
hours allows you to schedule a reboot of the EC2 instances with minimal disruption. By
registering the instances as targets and assigning the AWS-RestartEC2Instance runbook, the
instances will be automatically rebooted during off-peak hours, which helps mitigate the
memory leak issue temporarily while preserving application availability during business
hours.

QUESTION NO: 31

HBDEEAN. Auto Scaling 7' )L—7IZE T % Linux X—A®M Amazon EC2
AVARVABICT7TOMENEY—EAZRARLELE, COY—ERR. 77VT5—>
IVO-ROIZ—HNERAT, FTHEITEENf RETHIENHBYET, ALOIVDZT
DO F—Lk, Y —EABRZEORETREROHERIZEEEBL, A D AEMN HDEHMLE
L7,

SysOps BEE#EF, WTFhhH o EC2
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AVARVATH—EAN VSV 1L EBEICEEZBELTDVY )1 -3 ZERKT
PRENFHYNET,

ENVII1I—23UNCDERFRZB/BELETA? (2 2DBIRLTLKEZL, )

A.EC24 2 AR > AlZAmazon

CloudWatchT—2 1> hZEA 2 AM—)LUE T, CloudWatchT—>2 T N ZFREL TH—
ERAZERLET, Y —ERADAILRF IV INKRBML ESHEICHEREEH TS KD ICCloudWa
tch7 023>z ELET,

B.EC2A VARV AIZR T &S TE T, AWS Systems Manager Session

ManagerZfEFIL TR I FHEEC2A VAR AICOJA L, Y—ERXZBEHITS
AWS

LambdaB8ZER L £F, LambdafZS50 CEICKRITITBAELDICAT D 21—-)ILLET,
C.EC2A4 VARV AIZR T & {F T E T, AWS Systems Manager State

ManagerZ R L T, AWS-

RunShellScript RF 1 X N2 AT HEEMITEZERLET, EEMTOIT RICE,
—EANRTHHLESH ZHERL, RITEATVWEVSSREY—ERZRBIDIAIUT K
ERELET, Z—T YN, EC2ZA VARV ANDR T EZBELE T, BEMIFFSS
EWLRTENDELSICATZ21—-ILLET,

D. Auto Scaling L —7" OB T 7L —KNIEEEhTWS EC2
A—H¥—F—RZEHL., 55 &IC cron
ATD1=)TERITENBDRAIVVTNEZEMLET, CORVUTNE, H—ERNRTH
HESHZEERL, RITETATVEBVESRT—EAZEHITALSICREL TS LEEV,
BEHLEREB T TL—RMEFERAL T, Auto Scaling JIL—7HDOTXTH EC2

AR AZBF7O04 L&Y,

E. Auto Scaling 7 IL—7 OiEE T 7L —MIEEE TS EC2
A1—H—F—2z2z8HL., BBEFICH—EANfNRITEhDELSICLET, EFSh-EDT
7 L—KNZEMEBAL T, Auto Scaling FIL—7" WO I XTDH EC2
AVABRAZBF7O04 L&Y,

Answer: AE

QUESTION NO: 32

HBDEEDVPCIE, AWSH A REVPNENLTHAYTLZAF—R 2 X—IC#EL TV
£9, cOElFE, example.com\NNDDNSU I ZF—R 2 XA—KRNODNSH—/N—IZEE
IT2EHIC, VPCADAmMazon EC24 VAR AZREBELTVET,
CchSsNEHZ/BETVII—232@FENTLLESH?

A. Amazon Route 53 Resolver D4 2 /NJ RIV RRA 2V N EZHERLET, A 7TL IR
DNS H—/N—IC&MHFE&EEL—I)LZER L. example.com N® DNS
DOTARNEBAVINDTDRIVRRLANZEELET,

B. Amazon Route 53

DYIN—DAVINTV RIVRRA 2 NEERLET, UV IL/IN—IZ, example.com
ADIXRNTOOIVRFATLZAD DNS

H—N—IEEITDEEL—INEERLET, CDI—I% VPC IZBEENFFET,

C. Amazon Route 53 Resolver

DT IRNNTYRIVRRA NZERLET, 7L ZADNS
H—N—ICRHFEEEIL—ILZHERL, example.ccom ND DNS
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DOTARZTIRNIDRIVRERSA D NIEELERT,

D. Amazon Route 53

DYILN—DOTIRNIDRIVRERSA 2 NZERLET,. UV IL/N—IZ. example.com
ADINTOIVIVZEF>TLZAD DNS

HB—N—CEEITREEN—INZERLET, cDI—JL%& VPC ICEERITET,
Answer: D

Explanation:

To allow EC2 instances in the VPC to resolve DNS queries using on-premises DNS servers
over an AWS Site-to-Site VPN, you need to configure an Amazon Route 53 Resolver
outbound endpoint. This enables DNS queries to be forwarded from AWS to external DNS
servers, such as those in an on-premises data center.

1. Create a Route 53 Resolver outbound endpoint ?This allows the VPC to send DNS
queries to on-premises DNS servers.

2. Configure a forwarding rule ?The rule ensures that all queries for example.com are
directed to the on-premises DNS servers.

3. Associate the rule with the VPC ?This ensures that the EC2 instances in the VPC use the
resolver for DNS resolution.

QUESTION NO: 33

HBDLEICIE, www.example.com ADOEEFED/NT) Y U Web

T7Ir—2a>rhdv) £ 9, Application Load Balancer (ALB) l&, #—® HTTP 80
DAF—TERENTWET, SysOps EEEIF. www.example.com NDFTXT D Web
DOTARNNFDOTZATNEABREATHESILENATVWA L ZRABITDIHLENf B ET,
SysOps B &Ik, AWS Certificate Manager (ACM) T www.example.com

ONT VY DFEHEZITICUIIARNL, BRELTVET, 77U T—2320BFENL
—H—, BEREOIVRRAVNZEETEIHLERHYEEA,
CNSOEH/ZEF/ETHIC. SysOps
EEEGEDLSBEMOFIEZRTIBDLEN BV EIH?

A. R— I 443 T HTTPS FHAMEHN ALB

JAFT—ZERLET, IXNTORTTAYIERZR—=TY K
IN—TCHETDIRSIZTF7AILNOT O IVZEFZELET, www example.com
AIZERENI- ACMEIRREZT 72 ) MO SSLAIAEE L TEELE T,

B. R— N 443 T HTTPS FAMIE N ALB

VAT —ZERLET. IXTORTTAVYIZEZ—TY K~
IN—TVEETBDRSICT7AINNOT O3 EEBELET, www.example.com
BAICERE NI ACMIEHEEZT 7 AL SSLEAFAEL L TEELEF T, R—K 80
OO HTTP VAF—ZHIBRLE T,

C.HTTPR—K 80 URFT—0O ALBF7 %L b

LN=LZZEELET, UAFT—IZI—=IZERL, KA N www example com
DIXRTORNT 714V 0R—TY N TI—TIC8ELET., www.example.com
AICERENIZ ACMAEHAEZT 74N SSLAIAESE L TEELET,
D.HTTPAR—K 80 UAFT—DABF7FIEM IL—=IEZEL T, R—N 443 ® HTTPS
CURALIBMLET, R—b 443 ([ZBIND HTTPS

JAFT—ZERLET, IXTORT T4V IERZR—TY K~
IN—TVCEETBDRSICT 72NN TO2a z2FZELET, www example.com
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AICERENEACMAIBAEZT72)LN0O SSLAEAELE L TEELF T,
Answer: D

QUESTION NO: 34

2ftlE. 2ELDTHT > MO Amazon S3

NTY NAOF—ZORAZELETREHIC, EF1 VT4

RV—ZEFHLET, COBHZFLITLHIC. SysOps
EBEEIMETILENHYERTH?

A.7HO2 K~ LXRIAS S3Block Public Access ZF4 2 ICLE T,

B. Amazon EventBridge (Amazon CloudWatch Events) JL—)LZ#EKL T, §XTD S3
ATSITORNFTZAR—NTHDEEZEBHLET,

C. Amazon Inspector ZEA LTS3 /N7 Y hE®BREL, NTUY Y S3

NTY RFRONOEBEEFE SSACLZBEHNICUEY RLET,

D. S3 Object Lambda Z#EfH L T S3ACL 25X, /N7 v o S3ACL

BT TAR—NIEELET,

Answer: A

Explanation:

Using Amazon S3 Block Public Access as a centralized way to limit public access. Block
Public Access settings override bucket policies and object permissions. Be sure to enable
Block Public Access for all accounts and buckets that you don't want publicly accessible.

QUESTION NO: 35

HBIEEN2ODOTTVT—23 0 BERELEIIELTVET, 12OF7VTr—3a vk,
R A K& D host1.onprem

private THBD AV T L T ATF—R U A—TERTENTVET, £51O0F77U5—>3
k. RA MZ D host1.awscloud private T & % Amazon

EC2A VARV ATERITENTVET, AVTLIARY NT—JEAWSOBEIZIE, AWS
H4 NEVPNERABILEATVET,

F—RBEUR—TERTENDT7IT5—232F, EC2ZA VARV ATEIEND T U
—2aAVICEHRELESELETH, DNSHRICKK U E T, SysOpsBEBEF, A7 L =X
AEAWSUY —ABDODNSHEREEKTIHENHYET,

FOTLIZAOT 7V r—2 3> EC2
AVABZRADKRARNBZBRTEDLSICTHVY)1—a>vFENTIA?

A. onprem.private RA KV —> O#xix)L—)LZFEHAL T, Amazon Route 53

ANV RVIYIN=TIT U RRA 2 NERELET. VYILN—ZEC2AVARZRVAD
VPC ICBEHET, A 7TLZADNS UYIIL/N—%FZEL T, onprem.private ® DNS
DITV'ZAVINDRUDYIIN=ITRERANIEELE T,

B. Amazon Route 53 A /NI RUVINIV RKRA 2 M E2RELET. VYINE
EC2A ARV AD VPC ICBEMNITERT, 7L ZAD DNS

)V ILINZERE L T, awscloud.private ® DNS

GIVBEAINTDRUYINIV RRANIEELET,

C. onprem.private RA KRV —2 DEsiE)L— )L ZEHA L T, Amazon Route 53
TIORNIRODYIN=IRRANERELET, UVI/N—%& EC2
AVARVADAWS =23V (ICEERITET,

F7LZAM®DNS UYIIL/N—&ERL T, onprem.private DNS VTV T IRKNDI R
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DYILN— I RRANIEELET,

D. Amazon Route 53 7O RN RUYVILNIY RIRA 2 RN ZEZRELET, UVILNZE
EC2AVAZAD AWS U= a3V I ICBEEMNITET. 7L A DNS

1)V )LIN&FREL T, awscloud.private @ DNS

DTVRTIRNNTROYILNIV RRANIEELET,

Answer: B

Explanation:
Route 53 resolver provides resolution for AWS resources and on-prem dns NS provides

resolution for on-prem resources. When DNS NS gets a dns query for AWS resources, it
forwards it to Route 53 resolver.
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